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OSX VPN SETUP AND CONFIGURATION GUIDE

This guide is intended to assist users in establishing a remote VPN connection to the Lamar University

network. Virtual Private Networking (VPN) gives the user an encrypted connection to the Lamar Univer-
sity network. Passwords and other sensitive information will be securely transmitted over the Internet and
into the campus network. Traffic to and from the Lamar University network will be secure and permitted

only when using VPN.

e ———
STUDENTS ARE NOT REQUIRED TO USE LEA 2-STEP.

FACULTY AND STAFF WILL BE REQUIRED TO USE LEA 2-STEP FOR REMOTE ACCESS.
————

Introduction:
Lamar University network access via VPN for OSX computer uses Fortinet’s Forticlient. Please read these

instructions and notes carefully prior to setting up the VPN on your OSX computer.

Requirements:

1) LEA 2-Step registration is required for Lamar University Faculty/Staff
2) Working internet connection

3) Mac OS X v10.8 Mountain Lion and newer

On campus: VPN client is not required.

Off campus: Must be connected over a working internet connection.
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STEP 1

Students are not required to use LEA2-Step, Students please proceed to STEP 2.
Register for LEA 2-Step by visiting the link below and clicking on “Get Started with LEA 2-Step”
http://www.lamar.edu/lea2step.

LEA 2-Step + [v] = I{\

Something You Know Something You Have LEA 2-Step

LEA 2-Step is a two-factor authentication system that provides additional security for access to
Lamar University Information Systems.

Lamar University Faculty and Staff will be using LEA 2-Step for access to VPN. Your LEA account will
need to be registered in addition to enrolling a device that you have. Instructions and information can be
found at http://www.lamar.edu/lea2step.

STEP 2

Download and run the installer located on the Lamar University remote access service
webpage for your platform.

(If you have an existing forticlient installation from the fortinet website or an older forticlient
version please uninstall and reinstall using the installer from Lamar University.)

‘@00 [ FortiClient

£=% FortiClient For Mac OS X

STEP 3

Doubleclick the downloaded installer a
dialog box will open. Please doubleclick the Install.mpkg
“Install.mpkg” to begin the installation. f h

o

Uninstall

h&ﬁiﬁjﬁmm
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STEP 4

Select “Continue” to the welcome message.

STEP 5

Select “Continue”
to agree to the License Agreement.
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@ Install FortiClient &’

& Introduction

@ License

® Destination Select
@ Installation Type
@ Installation

® Summary

Welcome to the FortiClient Installer

FortiClient for Mac OS X is a unified security agent for computers
that integrates antivirus, SSL and IPsec VPN remote access, web
filtering, application firewall and vulnerability scan inte a single
software package. FortiClient for Mac OS X has a user-friendly
interface that allows for quickly setting up protection for your
computer.

Continue

& Install FortiClient a

& Introduction

@ License

@ Destination Select
@ Installation Type
@ Installation

@ Summary

Software License Agreement

| English |

Fortinet Product License Agreement / EULA and Warranty Terms
Trademarks and Copyright Statement
Fortinet®, ForiiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc.,
and other Fortinet names herein may alsc be irademarks, registerad or otherwize, of
Fortinet. All other product or company names may be trademarks of their respeciive
owners. Capyright © 2014 Fortinet, Inc., All Rights reserved. Contents and terms are
subject lo change by Fortinet without prior notice. Mo part of this publication may be
reproduced in 2ny form or by any means or used to make any derivative such as

i ion, or 1 without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1978,
Product License Agreement
The perties to this agreement are you, the end customer, and either () where you
have purchased your Product within the Americas, Fortinet, Inc.. or (i} where you
have purchased your Product cutside of the Americas, Fortinet Singapere Private
Limited {each referred to herein as "Fortinet”} .CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA")
USE OF FORTINET PRODUCT{S) AND ANY UPDATES THERETO, INCLUDING
HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIMN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY
FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY /
‘ORDER, RELEASE, ACCEFTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY.
ACGREED TO IN AWRITING SIGNED BY THE GEMERAL COUNSEL OF

ORTIN AR INSTALLATINN NR NE &by PROM

| Print... ]"'1

Lamar - Sensitive



= INFORMATION TECHNOLOGY

s* LAMAR UNIVERSITY

Security Operations Center

VPN Guide - OSX

800 @ Install FortiClient a’

Standard Install on “disk01"

@ Introduction

@ License This will take 36.8 MB of space on your computer.
@ Destination Select Click Install to perform a standard installation of
@ Installation Type this software for all users of this computer. All

users of this computer will be able to use this
S I E P 6 @ Installation software.

i @ Summary
Select “Install” to begin.

| Customize - Co Back Install
N Installer is trying to install new software.

r-| Type an administrator's name and password
‘E to allow this.

STEP 7

Enter an administrator username and password. Name: |

Password:

| Cancel | [ Install Software ]
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‘@00 @ Install FortiClient a’

The installation was completed successfully.

© Introduction

@ License
© Destination Select

@ Installation Type

STEP 8 @ Installation The installation was successful.

@ Summary

Select “Close” to complete the installation. s el
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STEP 9

Once the forticlient software is installed
you will have a forticlient Icon to the right
of your menu bar.

Select the forticlient icon and choose Open Forticlient console.

T LN ORI RS
Open FortiClient Console
Shutdown FortiClient
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STEP 10

Select and add a new VPN connection.

STEP 11

Enter the following information in the fields
for an SSL-VPN connection.

The save Login checkbox is optional, you
can put your LEA username in the

“Username” text field to save your username.

Connection Name
Description
Remote Gateway
Customize port

luvpn.lamar.edu
luvpn.lamar.edu
luvpn.lamar.edu
10443

After you complete the fields indicated

click “Add”.

VPN Guide - OSX

‘ FortiClient

FortiClient Conscle

Compliance
L. Not Participating

;‘ Remote Access
| No VPN Gonnectad VPN Name B
Add a new connection

{5 Click the lock to make changes

FortiClient

VPN * Add Connection .

C VPNType @) SSLVPN () IPsec VPN
Ne

< Connection Name luvpn.lamar.edu
E Description luvpn.lamar.edu

- Remote Gateway luvpn.lamar.edu

Customize Port | 10423
Client Certificate Nane <
Authentication | Save Login
Username
Cancel | Add

[} Click the lock 1o make changes
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LEA 2-Step

STEP 12

Verify that “luvpn.lamar.edu” is selected
in the “VPN Name” field.

Enter your LEA username into the username field.

(Do not add @bmt or any other
suffixes or prefixes)

Enter your LEA password into the password field.

STEP 13

For LU faculty and staff when prompted on
the Duo mobile app click approve.

eeeco Verizon F 10:47 AM

Login Request
Protected by Duo Security

Lamar University
Admin Panel

jdoe@lamar.edu

140.158.55.222
Beaumont, TX, US

©

10:47:21 AM CDT
August 22, 2016

Something You Know
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Something You Have LEA 2-Step

[ ] FortiClient
FortiClient Conscle
Compliance
* i Not Participating
Remote Access
Qﬂ Ma VPN Connected VPN Name Juvpn.lamar.edu |
Username | |
Password
Connect
(5] Click the lock to make changes

STEP 14

You are now connected to
the Lamar University VPN

&' von tuvon tamar.edu is connected

@ FortiClient
FortiClient Console
Compli
© Kot

Rsmms Accsss
IR on e Comectes luvpn.lamar.edu

él 140.158.71.200
>
LssL%  jtparker

(&) Duration 00:00:05
<1 Bytes Received 21.018 K
[ Bytes Sent 11.895 K

Disconnect
{4 Ciick the lock to maka changes
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