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This guide is intended to assist users in establishing a remote VPN connection to the Lamar University net-
work. Virtual Private Networking (VPN) gives the user an encrypted connection to the Lamar University
network. Passwords and other sensitive information will be securely transmitted over the Internet and into
the campus network. Traffic to and from the Lamar University network will be secure and permitted only
when using VPN.

e
LEA 2-STEP WILL BE REQUIRED FOR REMOTE ACCESS
FOR FACULTY AND STAFF AFTER AUGUST 22, 2017.

Introduction:
Lamar University network access via VPN for Linux uses Fortinet’s Forticlient. Please read
these instructions and notes carefully prior to setting up the VPN on your IOS device.

Requirements:
1) Working internet connection.
2) CentOS or Ubuntu current stable release

On campus: VPN client is not required.
Off campus: Must be connected over a working internet connection.
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Register for LEA 2-Step by visiting the link below and clicking on “Get Started with LEA 2-Step”
http://www.lamar.edu/lea2step.

LEA 2-Step + [v] = I{\

Something You Know Something You Have LEA 2-Step

LEA 2-Step is a two-factor authentication system that provides additional security for access to
Lamar University Information Systems.

Lamar University Faculty and Staff will be using LEA 2-Step for access to VPN. Your LEA account will
need to be registered in addition to enrolling a device that you have. Instructions and information can be

found at http://www.lamar.edu/lea2step.

STEP 2

Download and run the installer located on the Lamar University remote access service
webpage for your platform.

STEP 3

Navigate to the directory of the downloaded file and extract the compressed files into a directory with the
following command.
tar -zxvf forticlientsslvpn linux X.X.XXX.tar.gz

STEP 4

Once the file is extracted navigate to the newly extracted directory
cd forticlientsslvpn/

STEP 5

The first time you run the application you will need to perform with sudo. Please launch the following
command with an account that has sudo access.
sudo ./fortisslvpn.sh
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License

End User License Agreement for FortiClientSSLVPN
FortinetInc.
FortiClientSSLVPN (TM) License Agreement

This End User License Agreement (EULA) is an agreement
between you (either an individual or a single entity) and
Fortinet, Inc. ("Fortinet"), which covers your use of the

S T E P 4 Fortinet software product that accompanies this EULA and

related software components, which mayinclude associated

When the app]icaﬁon is launched for the first time media, printed materials, and "online" or electronic
documentation. All such software and materials are referred
please read and scroll down to the end of the to herein as the "Software Product.”
: [13 29
license agreement and select Agree . A software license and a license key or "unlock code”

("Software Product License"), issued to a designated user
only by Fortinet or its authorized agents, is required For each
computer on which the Software Product is loaded. If you do
not agree to the terms of this EULA, then do notinstall or use
the Software Product or the Software Product License. By
explicitly accepting this EULA or by installing, copying,
downloading, accessing, or otherwise using the Software
Product and/or Software Product License, you are
acknowledging and agreeing to be bound by the following
terms and conditions of use:

1. Grant of Non-Exclusive License.

1.1 Grant of License. Fortinet grants to you the

non-exclusive, non-transferable right to use the Software
Product on a single computer running a validly licensed copy

of the operating system For which the Software Product was
designed pursuant to a Software Product License for free For

a period of up to thirty (30) days ("Free Trial Period"). After
expiration of the Free Trial Period, if You want to continue =

Cancel Agree

FortiClient SSLVPN

STEP 5 File Help

Fill in the corresponding fields with the :

. . Connection: default "
following values. Once the values are input &
select “Connect”. Server: 10443

User:
Server luvpn.lamar.edu
. Password:
Port (next field) 10443 »
Certificate:
User LEA username _ —
Password:
Password LEA password
The last two fields “Certificate” and 2erlingss |Sonpect,
“Password” can be left blank
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STEP 6

The following dialog box should be displayed once you are connected. Please leave the terminal window
and other dialog boxes open until you are ready to disconnect.

forticlientsslvpn/64bit/helper/fctrouternke.kext/Contents/Mac0s/fctrouternke
forticlientsslvpn/64bit/helper/fctrouternke.kext/Contents/Resources/
forticlientsslvpn/64bit/helper/fctrouternke.kext/Contents/Resources/English.lproj/
forticlientsslvpn/64bit/helper/fctrouternke.kext/Contents/Resources/English.lproj/InfoPlist.strings
forticlientsslvpn/64bit/helper/fortisslcacert.pem
forticlientsslvpn/64bit/helper/subproc
forticlientsslvpn/64bit/helper/construct_trustca
forticlientsslvpn/64bit/helper/fortisslclient.key
forticlientsslvpn/64bit/helper/fortisslclient.crt
forticlientsslvpn/64bit/helper/waitppp.sh
forticlientsslvpn/64bit/forticlientsslvpn_cli
forticlientsslvpn/64bit/forticlientsslvpn

user@ubuntu:~/Downloads$ cd forticlientsslvpnyf
user@ubuntu:~/Downloads/forticlientsslvpn$ 1s

32bit 64bit fortisslvpn.sh

user@ubuntu:~/Downloads/forticlientsslvpnS sudo ./fortisslvpn.sh

[sudo] password for user:

user is not in the sudoers file. This incident will be reported.
user@ubuntu:~/Downloads/forticlientsslvpn$ sudo bash

[sudo] password for user:

user is not in the sudoers file. This

user@ubuntu:~/Downloads/forticlientsslv File Help

Password: I —
su: Authentication failure @ Connection status
user@ubuntu:~/Downloads/forticlient

Password:

To run a command as administrator (us Connection: luvpn.lamar.edu

See "man sudo_root" for details.

Server: https://luvpn.lamar.edu:10443/

user@ubuntu: /home/user /Download .
[sudo] password for Status: Tunnel running
" : Duration: 00:00:08
(showlicense:4300): IBUS-WARNING **: root!
Bytes received: 2.119K
(forticlientsslvpn:4299): IBUS-WARNIN is not root!
|j Bytes sent: 2.390K
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